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I Montgomery Modular Multiplication

Modular Exponentiation

K k
P~ > m* mod p

s\

Modular Multiplications: a x b mod p
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I Montgomery Modular Multiplication

Definition (Montgomery Transformation [Mon85])

For any prime modulus p, the Montgomery form of a € Fp, is
¢(a) = ax R mod p for some constant R greater than and
co-prime with p.

Used case is R = 2[109:2(p)]
Definition (Montgomery Modular Multiplication [Mon85])

Let ¢(a) and ¢(b) two elements of IF,, in Montgomery form. The
MMM of ¢(a) and ¢(b) is ¢(a) x #(b) x R~! mod p.
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I Montgomery Modular Multiplication

The MMM can be implemented in two steps:
() compute D = ¢(a) x ¢(b), then
(i) reduce D using Montgomery reduction which returns ¢(c).
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I Montgomery reduction
In the Algorithm 1, the pair (R, v) is such that RR~! —vp = 1.

Algorithm 1 Montgomery Reduction (Alg. 14.32 of [MvOV96])

Input: D = ¢(a) x ¢(b)
Output ¢(c) = ¢(a) x ¢(b) x R~' mod p
: m<«+ (Dmod R) x v mod R
U+~ (D+mxp)+R > Invariant: 0 < U < 2p
if U > p then
C+~U-p > eXtra-reduction
else
C«+ U
end if
return C

°°\‘°"U"4>°°'\>—‘
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I Montgomery reduction
In the Algorithm 1, the pair (R, v) is such that RR~! —vp = 1.

Algorithm 2 Montgomery Reduction (Alg. 14.32 of [MvOV96])

Input: D = ¢(a) x ¢(b)

Output: ¢(c) = ¢(a) x ¢(b) x R~ mod p

: m<« (Dmod R) x vmod R

U+~ (D+mxp)+R > Invariant: 0 < U < 2p
if U > p then

C+~U-p X — 1 > eXtra-reduction
. else

4
5
6: C<«+ U X:O
7
8

wr 2

: end if
: return C
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I Montgomery eXtra-reduction
Example (of software implementation)

309
310
311
312

1500
1501
1502
1503
1504

Conditional final substraction: OpenSSL
(File crypto/bn/bn_mont . c)

if (BN_ucmp(ret, &(mont—>N)) >= 0)
{

}

if (!BN_usub(ret,ret,&(mont—>N)))goto err; X — {

Real or dummy final subtraction: mbedTLS
(File 1ibrary/bignum. c)

if( mpi_cmp_abs( A, N ) >=0 )

mpi_sub_hlp( n, N—>p, A—>p ); X =1
else

/x prevent timing attacks x/

mpi_sub_hlp( n, A—>p, T->p ); X=0




1. Spectrogram on global power consumption acquisition
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2. Electromagnetic analysis against mbedTLS on

ARM Cortex_n14
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Attack on RSA exploiting timing and eXtra-

reduction

CRT Key DPA protected SPA protected

Protection | Blinded Message | Constant Time
Kocher No No No No
Schindler 1 | Yes No No No
Schindler 2 | Yes Yes No No
Schindler 3 | Yes No Yes No
2?? Yes No Yes Yes

References:

® Kocher: [Koc98]
B Schindler 1: [SKQO01, SW03, ASK05, AS08]
B Schindler 2: [Sch15]
B Schindler 3: [Sch00, WT01, Sch02]
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I Bias theory

How to differentiate between a multiply and a square using
eXtra-reduction?

Proposition (Probability of extra-reduction in a multiply
and a square operation [Sch00, Lemma 1])

® Multiply of two random numbers:

1= P

B Square of one random number:
=P
P(Xs=1)= 3R
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Attack on blinded message
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I Schindler 3: Attack on blinded message

Algorithm 3 Probability estimation using histogram method

Input: We take Q acquisitions using random messages my, ..., Mg
Output: Estimated probability

1: for each operation noted by i do
2: for each acquisition g € {1,...,Q} do
3: Detect if an eXtra-reduction is present x7 = 1 or absent x7 = 0
4: end for
5:  Compute the means P(X; = 1) = ch; i
6: end for_
7: return P(X; = 1)
E k/_1 =1 E k/_g =0 E k/_3 =1 E k/_4 =1 E
1 ] [} n 1
1 ) [} n 1
| S [ M1 ) Si2 —H Si 3 |[Mis i Sj-a | Mi—a pp
1 ] [} [} 1
v _ A P P A N p P P
P(Xi=1)' 3z am ! 3R ' 38 2R ' 3R 2R
1 ) ] n 1
""""""""""""""""""""""" THALES
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I Summary of state-of-the-art

To protect against:
m Kocher, Schindler 1 and Schindler 2, the message must be

blinded,
®m Schindler 3, the exponentiation modular algorithm must be
regular.
Modular Exponentiation
ARSI A - -t modp
message m
Blinding nblinding

Square/Multiplication
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I One classical blinded regular algorithm

Algorithm 4 Blinded Square and Multiply Always Left-to-Right
Input: m, k* (Kiki—1 ... ko)2, P (ki=1)
Output: m* mod p

1: m* + BLINDING(m)

2: Ry + 1

3: R+ m*

4: for i =/ — 1 downto 0 do

5 Ry « Ry xRy modp > Square S;
6: Ry« Ry xm* modp > Multiply M;
7: end for

8: Ry « UNBLINDING(R;)

9: return R;
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I Square and Multiply Always (SMA)

Only the for-loop part:

1 ) [} ] 1
K= E k2= E ki3 = E kia=1 ",
1 ) ] [} 1
| Si—1 | M- ? Si—2 f Sz | M3 W Si—a | Mi—4 p
1 ] (] [} 1
PXi=1): 4 4r ' 38 4 ' 3 4r ! 38 4r !
1 ) [} ] 1
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In Square and Multiply Always (SMA)

Only the for-loop part:

________________________________________________

D k= E: ki2=0 E ki3 =1 E ki—4 =

| T A

' Si—1 | M1 ¥ Si—2 % Si—3 | Mi—3 # Si—4 | Mi_4

1 W \

pop ot op b op v op b opovop o opotop

L3R AR _{ 3R , 4R | 3R , 4R _ | 3R , 4R
1 \ YT T T T T T T T [
L4 P2 Vo1 py2 Vo1 py2 !

B((Xu, X5, _12(R) 7 1 52(R)] 7 1 52(R)] 7 |
=(1,1))
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In Square and Multiply Always (SMA)

Only the for-loop part:

________________________________________________

D k= E: ki2=0 E ki3 =1 E ki—4 = E
: T DT 4 !
WS-t | My 3 Si—2 % Si 3| M-3R Si-a | M_4p
1 W I !
. p 1 op % p v p % p wop & p ot op
' 38 ! 4R | 3R ' 4R | B3R ! 4R | B3R , 4R ,
“““ e " " A

! 1/p\4 ' 1/p\2 i 1(p\4 !

B((Xu. Xs_)i__s(R). 4 ()" 1 (R

=(1,1))
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Distribution of the multiplication output

1ip

Probability of the output value I

0 p/2 p2R P
Output Value of Multiplication

mC=AxB modp, EC)=25
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I Distribution of the multiplication output

pl2

1ip

Probability of the output value

0 E(C|X=0) p%R p
Output Value of Multiplication

B C=AxB modp, E(C)=
mCIX=0, E(C|X=0)= M
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I Distribution of the multiplication output

pl2

1ip

0

Probability of the output value

0 E(CIX=1) E(CIX=0)  p23R P
Output Value of Multiplication

B C=AxB modp, E(C)=
mCIX=0, E(C|X=0)= M
BCX=1, EC|X=1)= 9R THALES
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I New observations

B Case kj = 1:
Input S;_1= Output M;

\

vy
Random value — M; I—» Si_1

m*
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I New observations

B Case k; = 1:
Input S;_1= Output M; SMALL

vy
Random value — M; > Si_1
m* >

Xy = 1

1
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I New observations

m Case k; = 1:
Input S;_¢= Output M; SMALL

vy
Random value — M; > Si_1
m* >

SMALL
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I New observations

B Case k; = 1:
Input S;_¢= Output M; SMALL

\

Random value — M; i Si_4
m* >
' P(Xy =1,Xg , =1
Xuy = 1 (Xm s =1)
SMALL
B Case k; = 0:

Input S;_1= Input M;

Random value —»z=====------ — Si—1
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Theorem (Joint Probability of Extra-Reduction in Multiplication
Followed by a Square)

Case kj = 1:
P(Xu., Xs._,) Xs_, =0 Xs_, =1
4 4
Xu, =0 1-fHa+taw(R) | 37— a(R)
4 4
Xw, =1 in — a5 (B) a5 (B)
Case k; = 0:
P(Xum., Xs,._,) Xs_, =0 Xs_, =1
2 2
Xu=0 | 1-HA+5(B)° | &-5(B)
2 2
Xw, =1 in () s(7)
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Example with p ~ R

Case ki =1:
P(Xm, Xs ) | X5, =0 | X5, =1
Xu, =0 % %
11 1
XMi =1 48 48
Case k; = 0:

P(Xm, Xs,_,) | X5, =0 | Xs_, =1

—1

_ 26 10
XMi =0 48 48
_ 6 6
XM/ =1 48 48
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I Pcarson correlation

B(Xy, = 1. Xs,_, = 1) — (B(Xy, = 1) x B(Xg,_, = 1))
Py Xs;_y) = i~ -
\/]P’ YA = P(Xy, =1) )\/]P’ XS 4= 1)(1 7P(Xsi71 —1
5

= & oa

g% IS

= g oo

z £ = )

-3 5 [21%) 8

x ° oo g

T
T 03 b kel —— :
>én k:=o _______
S e ]
(“7 ------ [
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I cxploitation of the bias

Time

suonisinboy
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I cxploitation of the bias

Algorithm 5 p-estimation using bi-variate histogram method
Input: (xu,, xs,_,), a set of Q pairs of (/ — 1) bits
Output: A rho estimation 5(Xy;, Xs,_,) for each iteration

1: fori=/—1 downto 1 do

2: ]@)(XMH Xs/._1) «~0

3: forg=1to Qdo

4: B(Xu, = X, Xs_, = x3 )« B(Xu, = X3, Xs_, = x_ ) +1

5: gnd for .

6:  P(Xum,Xs_,) —P(Xu,Xs_,)/ Q > Normalization
R B(Xy,=1.Xs,_, =1)—(B(Xu,=1)xB(Xs,_, =1)

T A X)) < B =101 —@<XAL,:1))\/@<XS,,1 = —@Exs,.,1 =)
>Pearson coefficient

8: end for
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I cxploitation of the bias

Estimated Pearson correlations using 1000 randoms queries
for RSA-1024-p for the first 20 iterations

T T T
P(Xymp Xs,,) —4— 7
Threshold

Estimated p

510 508 506 504 502 500 498 496 494 492
i
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I Exploitation of the bias
P(N)
—P(Ny, = 1)
iid =P(Ns,_, =1) iid

Kk —| B (Xug, Xs,_ ) | O xs,_ ) —[Add (N, Ns,_ ) |> (/m ¥s;_,) % i

1 1 T 1
0.8 B 0.8 B 0.8 -
Q Q @
T 06 4 B 06 4 B 06 -
« o ”
2 2 2
@ H : il : L) H :
] & &
I T P S S04 A S04
1] B i w B 0w B i
02__ 02 bd 02__
) i 1 0 I i ) i 1
0 200 400 0 10000 20000 o s510* 10° 1.510°
Number of traces () Number of traces (q) Number of traces (q)

P(N)=10%  P(N)=20%  P(N)=30%
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Exploitation of the bias

on real measurements

Type of attack side-

SPA-Timing max-corr min-abs-diff
channel for detection Openssl mbedTLS mbedTLS
Detection probability | 100% 82.50% 83.47%
for one query
=1—-P(N)

Number of queries | =~ 200 ~ 10000 ~ 10000
(SMA)
THALES
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I Conclusion

CRT Key DPA protected SPA protected

Protection | Blinded Message | Constant Time
Kocher No No No No
Schindler 1 | Yes No No No
Schindler 2 | Yes Yes No No
Schindler 3 | Yes No Yes No
Our Work Yes No Yes Yes
2?? Yes Yes Yes Yes

In the paper, we detailed

B the attack over Montgomery Ladder Algorithm
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Thank you !
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I Dectails on experimental part

1. Power Analysis on OpenSSL :
e micro-controller: a dual core LPC43S37
ARM CortexX 1o/ M4
e scope: PICOSCOPE 6402C
e sampling rate: 5 GSa/s

2. Electromagnetic Analysis on mbedTLS :

e scope Tektronix and EM Langer probe
e sampling rate: 1 GSa/s



I Square and Multiply Always (SMA)

—————————————————————————————————————————————————————

Vo kg = v ko=0  Kka3=1 | k4= :
I » Output of M_o1# Input of S;_3 I
! ' PO ' 1
Si—1 | M1 § Si—2 4’3 Sis | Mi.3 § S | M4 p
 Output of M_yi= Input of S;_» + Output of M_gi= Input of S;_4
1 L[] L[] L[] 1

B The input/output value of each operation depend of the key
bit value



I Ecc code example

To apply this biais on ECC: Find consecutives multiply square
operation in elliptic curve adding and doubling operation

Mgnndun 1z Mixesl-Adkidling in PolarSSI
(Y, Z) Jacobian ondinates of one poimt,
ne coordinates of the secomd point

in PolarSSL
oondinates of the point

Z ) Jacobian coordinates corresponding
1g of the input point . )
1Ty e X x, X 14 X3 T3 x

(X, h
. Zg) Jacobian coondinates correspanding to the nkmh

15 Xy« Xy
2: Ty« % -
3 Yyl 16: Xy « X3
1: Xy« X
5 Xy Xy x

:
X+ X~ ¥
7 Xyt Xy =, T
5 ’ 2

& i T; = 0then
R «DBL(P)
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